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Abstract
Today, Cyber-Physical Production Systems
(CPPS) are controlled by manually written
software, therefore the software is not able
to adapt to unforeseen faults or external system changes. So even if a fault is diagnosed correctly, the system normally needs
to be repaired manually by a human operator. To implement the vision of an autonomous system, besides self-diagnosis a selfreconfiguration or self-repair step is needed.
Here reconfiguration is the task of restoring
valid system behavior after an invalid system behavior occurred. For complex CPPS,
finding such a new valid configuration always
requires a system model covering all potential new configurations—only for rather simple systems the possible reconfigurations for
a fault can be modeled explicitly. Unfortunately, such models are hardly available for
such systems.
To solve this challenge, in this paper, a novel
approach for the automated reconfiguration of
CPPS is presented. It is based on Satisfiability Modulo Theories and operates on observed
system data as well as on information about
the system topology. By doing this, the modeling efforts are reduced. To evaluate this new
approach, a simulation of such CPPS is used.
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Introduction

In the last years, there has been a strong trend towards
more autonomy in factories [1; 2; 3], e.g. towards selfdiagnosis [4] or towards self-optimization [5]. All these
use cases have one common denominator: the main
bottleneck is always the automation software which can
handle only situations which the software developer has
foreseen. In this paper, this problem is tackled for one
specific use case, reconfiguration or self-repair.
Reconfiguration here denotes the automatic reaction
to a system breakdown or other instantaneous problem, i.e. it is the follow-up reaction after an automatic
diagnosis and aims at restoring a valid system functioning. Today, after a diagnosis, the software is changed
manually which is time consuming and expensive [6].
To the best of our knowledge, there exists no solution
for the reconfiguration problem of CPPS that is able to
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meet the requirements of autonomous factories. The
existing approaches mainly handle the parametrization
of continuous signals and are at most adaptable to a
predefined set of production goals.
This lack of existing solutions is mainly due to some
unsolved research questions (RQ):
RQ 1: Weak Fault Models: Of course, automatic reconfiguration can be implemented easily by listing all
possible faults and also corresponding reconfiguration
steps. But listing all possible faults is not feasible since
plants comprise too many and also independently developed modules and faults are often due to unforeseen
module interactions. So a solution is needed which only
requires weak fault models [7], i.e. models which capture only the normal system behavior and do not model
faulty behavior. Such models of the normal behavior
only also allow for the integration of models learned
from observations [4].
RQ 2: Hybrid Systems: Most existing reconfiguration
methods only deal with the reconfiguration, i.e. reparameterization, of continuous variables. Discrete control signals, which often change system structures and
the general system behavior, are not handled [8]. So a
solution is needed which deals with both discrete and
continuous signals, i.e. which is applicable to hybrid
systems.
RQ 3: Formal Logic: Since the goal of any reconfiguration is to go from a non-valid system configuration
to a valid one, the definition of the concept of system
validity must be at the heart of each solution. And this
concept of validity must also be efficiently computable.
While several formalism for this concept definition are
thinkable, most approaches for reconfiguration (and diagnosis) use some kind of formal logic. Since most popular logical calculi such as propositional logic can not
model the behavior of modern CPPS, a logical calculus
is needed which captures sufficient aspects of modern
CPPS for the reconfiguration.
In this paper, a novel approach for the reconfiguration of CPPS is presented. The contribution of this
paper is as follows:
(i) A concept of validity for production plant is defined using the logical calculus of Satisfiability Modulo
Theories (SMT).
(ii) A new algorithm for the computation of a new
valid configuration after the occurrence of a problem is
presented. Thus, the reconfiguration can be done dy-

namically during the operation of the CPPS.
(iii) The new solution approach is verified using several faults of a simulated plant.
This paper is structured as follows: First, the related work concerning the reconfiguration of CPPS is
discussed. Then, the problem of reconfiguration is formalized and an overview of basic logical formulations
is given. Following, the solution approach is presented.
and evaluated using a simulation of a CPPS. Finally, a
summary and an outlook is given.

2

Related Work

Reconfiguration methods can be separated using the
terms quantitative and qualitative. Quantitative approaches rely on the use of differential equations to
precisely describe a system’s behavior. Qualitative approaches are based on an abstraction of the system.
Therefore not the numerical value of a variable itself
but some discrete property is modelled [9].
Quantitative Approaches: 8 [8] differentiate quantitative approaches into multiple-model approaches and
adaptive control approaches. When using multiplemodel approaches numerous statistical models are used
to represent normal as well as faulty system behavior. These models are generated from non-faulty system data and data containing known faults. So for
the normal behavior and for a pre-defined set of faults
different models are trained, that describe the system
behavior for the specific case. Each of these models is
linked with a controller suitable to the current system
behavior. Thus, when an already known system fault
occurs, the specific controller is chosen to reconfigure
the system [8].
Adaptive control approaches are based on controllers
that can adapt to abrupt changes of system parameters
[8]. The idea here is not to train numerous models with
linked controllers but to use a single controller that
is adapted to the current situation. Adaptive control
approaches have successfully been used in multiagent
systems [10] and in stochastic nonlinear systems [11].
Quantitative approaches mainly focus on the control
of numeric parameters, and thus are mostly just adaptable to a pre-defined set of system states. However,
when handling CPPS reconfiguration methods may not
be static but need to be adaptable to unforeseeable
events.
Qualitative Approaches: The problem of reconfiguration is closely related to the problem of model-based
diagnosis (MBD). The task of MBD is given a description of a system and an observation of the current system behavior to find the set of components that causes
the fault [12]. 13 [13] pointed out the analogy between
diagnosis and reconfiguration and formulated the task
of reconfiguration as an extension of the task of diagnosis. One focus of current research in MBD is to automatically diagnose CPPS by integrating data-driven
methods [14] and using hybrid modeling strategies [15].
16 [16] presented an approach on the diagnosis of hybrid systems where the non-linear behavior of the system is handled by a transformation using the max-plus
algebra.
In the last years there have been first approaches
to the automated reconfiguration of CPPS. 17 [17] pre-

sented an approach on the reconfiguration capabilties of
autonomous systems using a combination of automated
planning and diagnosis. 18 [18] presented a combination of Timed Game Automata and Satisfiability Modulo Theories to solve the problem of dynamic controllability in disjunctive temporal networks, which can be
used to model dynamic systems. 19 [19] presented an
approach on how to lead a discrete event system into
a diagnosable state using automated planning. 20 [20]
presented an approach on continuous diagnosis in realtime environments so that reconfiguration can be done
in a short time.
Satisfiability theory has already been used for the
solution of configuration problems, which task is to find
a satisfying matching given a set of constraints [21],
and has been evaluated to outperform other approaches
[22].

3

Formalization of Reconfiguration
Problem

Following, the problem of reconfiguration of CPPS is
formalized. Therefore, a description of the current behavior of the CPPS and a definition of valid behavior
is needed.
The current state of the CPPS is described by a tuple of variables (x, u, p, t) with x describing state variables, u describing input variables, p describing parameters, and t describing the time. The set of all possible operating points (x, u, p, t) is described by S. The
parametrization of a CPPS is represented by the current values of the parameters p. A tuple (u, p) where u
is an input vector and p is a parameter vector is called
a configuration.
CPPS underlie different external and internal
changes: An event e : S → S is a discrete change
in one or more system variables. Events that can be
controlled by an external control authority (e.g. a control software or a human operator) are called actions.
They are used to manipulate the current system behavior. Another kind of events are errors. Errors lead to
faulty system states. To define errors, first, a definition of valid and invalid system states is needed. This
definition separates valid from invalid system behavior.
Additionally, the system limitations like valid parameter intervals are modeled by the definition of validity:
If parameters lie outside a valid interval or a topology
is not valid, the state is labelled invalid. Thus, faulty
system states are separated from non-faulty states.
Definition 1. A definition of validity is a function
w : S → {0, 1}
that separates valid from invalid system behavior.
Without loss of generality 1 represents valid system behavior and 0 represents invalid system behavior.
Given a definition of validity and an operating point
s ∈ S with w(s) = 1, an error is an event e that leads
to an invalid configuration, so w(e(s)) = 0.
The task of reconfiguration is to restore valid system
behavior after an error occurred. Formally, a reconfiguration problem can be described as follows:
Definition 2. A reconfiguration problem is a tuple
(S, w, s0 ) where

• S describes a set of possible operating points,
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• w : S → {0, 1} is a definition of validity and

The presented solution approach consists of two parts,
that will be described in the following sections. First,
in section 4.1, the reconfiguration problem is transformed into a problem of Satisfiability Modulo Theories (SMT). Therefore, a logical formula representing
the reconfiguration problem is created that is satisfiable if and only if the current system state is valid.
This formula is based on the definition of validity, that
separates faulty from non-faulty system behavior, and
the current system data represented by variables, that
are continuously updated. Additionally, information
about the system topology, which is used to describe
the structure of the CPPS, is inserted into the formula.
Therefore, the system topology is defined as follows:

• s0 ∈ S with w(s0 ) = 0 is a current invalid system
state.
The solution to a reconfiguration problem is a set of
actions acts = {e1 , e2 , ...es } that changes the system to
a valid state, so
w(es (...e2 (e1 (s0 )))) = 1.
The possible actions of a CPPS are described by the
possible changes of the system inputs u and the parameters p.
The presented solution approach is based on the
transformation of a reconfiguration problem into a
problem of logical satisfiability. Therefore, a logical
formula is created which is is satisfiable if and only if
the configuration is valid. A logical formula consists of
single atoms which in turn consist of terms [23]:
Definition 3. Given a set of variables X, a term t is
either a variable x ∈ X or has the form f (t1 , ..tnf ) with
a function symbol f , an nf ∈ N0 , and terms ti of sort
σi ∀i ∈ {1, 2, ...nf }.
Definition 4. An atom a has the form ps(t1 , ..., tnps )
with a predicate symbol ps, an nps ∈ N0 , and terms ti
of sort σi ∀i ∈ {1, 2, ...nps }.
Definition 5. A formula ϕ is either an atom a or has
the form ¬ϕ0 , ϕ0 ∨ ϕ1 , ϕ0 ∧ ϕ1 , ϕ0 ⇒ ϕ1 , ϕ0 ⇔ ϕ1 ,
∃x : ϕ0 or ∀x : ϕ0 with x being a variable and ϕ0 , ϕ1
being formulas.
The task of satisfiability theory is to find an assignment to the variables/ predicates of a formula that
satisfies the formula. An assignment R to all of the
variables, function symbols, and predicate symbols of a
formula ϕ satisfies the formula if the formula evaluates
to true under the assignment. A formula ϕ is satisfiable if at least one assignment exists that satisfies the
formula.
For the solution of reconfiguration problems for
CPPS, classical satisfiability theory is not expressive
enough to model the complexity of CPPS. In classical satisfiability theory only boolean variables, which
can be assigned true or false, are allowed. When modeling the reconfiguration problem for CPPS, however,
not only boolean variables but also expressions over
integer or real variables are needed. Hence, classical
satisfiability is expanded by a theory [23].
Definition 6. A theory T is a set of of formulas without free variables, i.e. with only variables that are
bounded by a quantifier ∃, ∀. Given a theory T and
a formula ϕ, ϕ is satisfiable modulo T if T ∪ {ϕ} is
satisfiable.
In this solution approach the extension of Satifiability Modulo the Theory of Linear Arithmetic is used.
This theory is based on the arithmetical operations plus
(+) and minus (−) applied to numerical variables and
the multiplication (·) of a numerical variable with a
constant value. The atomic predicates are formed using inequations (≤, ≥) and equations (=).

Solution Approach

Definition 7. The topology of a CPPS is described by
a directed multigraph G = (C, I), where
• C = {c1 , c2 , ..., cn } where n ∈ N is a set of components and
• I = {(c1 , c2 ), (c2 , c1 ), ...} where each interconnection (ck , cl ) with k, l ∈ {1, ..., n} describes a connection between two variables within the components ck , cl ∈ C. In the following, vkl is used to
denote the connection (ck , cl ).
Second, in section 4.2, the current configuration of the
system is checked. To do this, the variables in the formula representing the current system data are updated
based on the actual values and the satisfiability of the
formula is checked. If the formula is satisfiable, the
current configuration is valid and no further actions are
needed. Otherwise, the current configuration is invalid
and a new, satisfiable variable assignment is searched.
If such an assignment exists, the system is reconfigured by updating the current configuration based on
the found assignment. Otherwise the system cannot be
reconfigured and an error is returned. Whilst the first
step only needs to be executed once, the second step
is repeated continuously while the system is operating.
The variables which are based on the system data are
continuously updated and the validity of the current
configuration is checked. Thus, a reconfiguration is determined directly when it is needed.
Figure 1 shows the functionality of the presented solution approach for CPPS.

4.1

Creation of Logical Formula

Based on the definition of validity and a description of
the system topology, a logical formula is created that
represents the reconfiguration problem. For the creation of the logical formula, first atoms which depend
on the material flow, the current component states, and
the system goal are generated. These atoms contain
variables that are updated based on the current system state in the second step. The formula representing
the complete reconfiguration problem is created by the
logical conjunction of these atoms. Given a current system state, this formula is only satisfiable if the current
system state is defined valid.
Material Flow
Components are connected by connecting either their
material flow, information flow or energy flow. Here, we
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Figure 1: Used Reconfiguration Method. Step I is described in section 4.1, step II is described in section 4.2
focus on the material flow aspect. The material flow in
every connection of the system, i.e. in every edge in I,
is monitored.
If an interconnection is opened, the flow iout
kl out of
component k ∈ C must be equal to the inflow iin
kl into
component l ∈ C. If this is not satisfied, the connection
is faulty. Using SMT this is expressed by
in
out
bok
kl ⇔ (ikl = ikl ) ∀vkl ∈ I

(1)

bok
kl

where the boolean variable
indicates whether the
connection is non-faulty or faulty. In practice, sensor
uncertainties may occur leading to the right side of (1)
being false even though the flows are the same. So the
equation is relaxed to an expression being false if the
deviation of ikkl and ilkl is too large. This is realized by
in
out
bok
kl ⇔ (|ikl − ikl | ≤ τ ) ∀vkl ∈ I

(2)

with a τ > 0. A connection vkl may only be used if
it is non-faulty, i.e. if the variable bok
kl is true. This is
expressed by
ok
buse
(3)
kl ⇒ bkl
use
where bkl is true if the connection is used and false
otherwise.
Valid Component Behavior
The correctness of the behavior of every component of
the system, so for every c ∈ C, is modelled as follows:
Definition 8. Given a component c ∈ C a component
model is an equation system
fc (s) = 0

(4)

with fc : S → R and s ∈ S.
Traditionally, such behavior models are modelled
manually. Nowadays, such models are learned from observations [4]. Component models in general describe
how a component behaves [24], i.e. for every s ∈ S
a component behavior is described by equation system
(4). The set of component models for every component
in C is described by M . Deviations in a component behavior are called symptom. So if fc (so ) = τ and |τ | ≥ 
for a given state so ∈ S with an  > 0, the deviation τ is
called a symptom. With the use of component models
non-faulty component behavior can be separated from
faulty behavior. Therefore, the current system state
s0 ∈ S is checked. If fc (s) equals zero, the component

behavior is non-faulty, otherwise, i.e. when a symptom
occurs, the component behavior is faulty.
In the logical formula this information is represented
by boolean variables cbc that are true when the component’s behavior is non-faulty and otherwise are false,
so
cbc ⇔ fc (s0 ) = 0.
A connection between two components may only be
used if the behavior of the connected components is
non-faulty. This is expressed by the atom
buse
kl ⇒ cbk ∧ cbl ∀vkl ∈ I.

(5)

System Goal
The system goal depends on the application case, and
thus needs to be defined by an expert. The goal makes
sure that the system’s behavior is as required and is not
leading to undesired products. This goal specification
will be transformed into a logical expression so that it
can be added to the logical formula.
For example, a possible goal specification for the
CPPS in figure 2 would be, that the inflow into the
bottom tank t3 must be greater than a threshold min .
Using logical expression this is expressed by
inf low3 > min .
Definition 9. The logical formula ϕ representing the
reconfiguration problem is generated by the logical conjunction of the material flow atoms (2), (3), the component atoms (5), and the goal atoms. With this conjunction valid system behavior is separated from invalid
behavior; the logical formula is satisfiable if and only if
the given system state is valid, i.e.
∃R : R |= ϕ(s0 ) ⇔ w(s0 ) = 1.
Please note that no assumptions about faulty behavior is made and the model is a weak fault model applicable in realistic scenarios.

4.2

Dynamic Reconfiguration

In the second step the validity of the current configuration is checked. Therefore, the logical formula ϕ as in
Definition 9, the current system state s0 , and the component models are used as input to the reconfiguration
algorithm. The current configuration of the system is
represented by the values of the input vector and the

parameter vector, which are part of s0 . For the sake
of readability this tuple is denoted with con and listed
as an additional input. The reconfiguration algorithm
checks the current configuration and returns a set of
actions to restore valid system behavior if necessary.

𝑣𝑠11

Algorithm 1 shows how the dynamic reconfiguration
of CPPS works. In the description of the algorithm
ϕ(d) is used to denote the formula ϕ where the values for some variables are fixed according to the given
values d. The function checkSAT(ϕ) checks the satisfiability of the formula ϕ; it returns true if the formula is satisfiable and false otherwise. The function
getModel(ϕ) also is part of the used SMT solver and
returns a satisfying assignment to the variables of the
formula ϕ. The function getAction(i, valold , valnew ) returns the action that changes the i-th control variable
from valold to valnew . > denotes the truth using the
binary truth function, ⊥ denotes the falsehood.
First (lines 2-9), based on the current system state s0 ,
the boolean variables cbc describing the current components behavior are updated using the corresponding component model. If the component model returns
a value differing from zero (line 4), the corresponding
boolean variable is set false (line 5), otherwise (line
6) it is set true (line 7). Next (lines 10-13), the current configuration represented by the current value of
the control variables con is checked. Therefore, the
corresponding variables in the formula ϕ are assigned
with the current system state, the current values of
the component variables, and the control values. Then
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Algorithm 1 Reconfiguration Algorithm
1: procedure SMTReconf(ϕ, s0 , con, M )
2:
// generate symptoms
3:
for fc ∈ M do
4:
if |fc (s0 )| ≥  then
5:
cbc ← ⊥
6:
else
7:
cbc ← >
8:
end if
9:
end for
10:
// check current configuration
11:
if checkSAT(ϕ((s0 , cbc , con))) then
12:
// no reconfiguration needed
13:
return ok
14:
else
15:
// check satisfiability without configuration
16:
if checkSAT(ϕ((s0 , cbc ))) then
17:
// get new variable assignment
18:
connew = getModel(ϕ((s0 , cbc )))
19:
// get actions needed
20:
acts ← {}
21:
for i ∈ {1, 2, ...length(con)} do
22:
if con[i] 6= connew [i] then
23:
act ← getAction(i, con[i], connew [i])
24:
acts ← acts ∪ {act}
25:
end if
26:
end for
27:
return acts
28:
else
29:
// no reconfiguration possible
30:
return error
31:
end if
32:
end if
33: end procedure
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Figure 2: Structure of the Tank-System
the satisfiability of the formula is checked (line 11). If
the formula is satisfiable, the current configuration is
valid and the reconfiguration algorithm returns ok (line
13). Otherwise (line 14-31), if the current configuration
does not lead to a satisfiable formula, the current control instructions are removed and the satisfiability is
checked again to find a valid configuration (line 16). If
the formula is satisfiable now, a satisfying assignment
for the control variables is got using the function getModel() (line 18). To determine the actions needed to
change the current configuration into the new configuration, the control variables, that need to be changed,
are identified. Thus, for every component of the control variables (line 21) the current value is compared
to the new value (line 22). If these values are differing,
the corresponding action is identified using the function
getAction() (line 23) and added to the set of necessary
actions (line 24). After checking all control variables
the set of necessary actions is returned (line 27). If the
formula is not satisfiable (line 28), no assignment to
the control variables can be found that restores valid
system behavior. Then the reconfiguration algorithm
returns an error (line 30).

5

Evaluation

The presented solution approach is evaluated using an
example from process engineering. First, the application case is described. After that, some example cases
and their solutions are presented. Finally, the functionality of the SMT-based reconfiguration method is
compared to a method that is based on classical constraint satisfaction.

5.1

Description of Application Case

A model of a tanksystem as shown in figure 2
serves as example.
The model consists of four
tanks (t1 − t4 ), two sources (s1 , s2 ), and a sink
sink that are connected by pipes. Every connection can be opened and closed using discrete valves
(vs1 1 , vs1 3 , v14 , vs2 2 , vs2 3 , v24 , v34 , v4sink ). Source s1 delivers material m1 , source s2 delivers material m2 . The
sources s1 and s2 are physically located above the tanks
t1 , t2 , t3 , which are as well physically located above
tank t4 . Hence, if for example valve v14 is opened,
the medium flows from tank t1 to tank t4 . Tank t4 is
connected to a sink.

The task of this system is to mix the materials m1
and m2 in a given ratio. In the absence of errors the
tanks t1 , t2 are used to deliver the material, t4 serves as
mixing tank. Tank t3 serves as a backup solution: If one
of the tanks t1 or t2 or the corresponding connections
are faulty, tank t3 can be used. Note that in tank t3 no
mixing is allowed.
The topology of the system is represented by a directed graph G consisting of a set of nodes
C = {s1 , s2 , t1 , t2 , t3 , t4 , sink}

(6)

• the current system state s0 including the flow meaout
surements iin
kl and ikl for all vkl ∈ I,
• the component models M ,
• the goal specification given by the expressions (9)
- (12).
The logical formula, created by the conjunction of
the atoms (2), (3), (5), (9), (10), (11), and (12), is
solved by the Z3 SMT solver [25]. The system data is
created by a simulation written in Modelica [26].

5.2

and a set of edges
I = {(s1 , t1 ), (s1 , t3 ), (t1 , t4 ), (s2 , t2 ), (s2 , t3 ),
(t2 , t4 ), (t3 , t4 ), (t4 , sink)}.
vkl with k, l ∈ C is used to denote the edge (k, l) ∈ I.
It is assumed that there are flow sensors at every inflow
and at every outflow of each interconnection. With this
data the atoms (2) and (3) can be created.
The opening state of every valve can be controlled;
thus, the set of possible actions A is described by
use
A = {(buse
kl := ¬bkl ) | vkl ∈ I}.

(7)

Every component’s behavior (in this case every
tank’s behavior) is modelled by a component model
fc (s) = 0. The information from these component
models (faulty, non-faulty) is inserted into the atoms
(5).
The system’s goal is defined as follows: The ratio
of material m1 to material m2 flowing to tank t4 shall
satify the equation
lb ≤

f1
≤ ub,
f2

f2 > 0

(8)

with the lower bound lb ∈ R, the upper bound ub ∈ R
and f1 , f2 representing the material flows. These flows
depend on which material flows out of tank t3 , hence
can be expressed by
(
f14 + f34 if buse
s1 3 ,
f1 =
(9)
f14
else
with f14 and f34 representing the flows through the connections (t1 , t4 ) and (t3 , t4 ). Note that these flows are
zero if the corresponding valve is closed. Analogously,
f2 is calculated. Since the division of two variables is
not allowed in the theory of Linear Artihmetic, the inequalitions (8) are transformed to
l · f2 ≤ f1 ≤ u · f2 .

(10)

In order to ensure that not every valve is closed (which
would be valid behavior at the moment), the conditions
f1 > 0, f2 > 0

(11)

are added to the logical formula. To prevent mixing of
the materials in tank t3 , the predicate
use
¬(buse
s1 3 ∧ bs2 3 )

(12)

is needed.
So, the reconfiguration method is given as input
• a graph G = (C, I) representing the system topology,

Solution of Test Cases

Four different error cases are used to evaluate the performance of the presented solution approach.
Non-faulty behavior: If the system behavior is nonfaulty, the connections (s1 , t1 ), (t1 , t4 ), (s2 , t2 ), (t2 , t4 ),
and (t4 , sink) are used. The remaining connections are
not used and the corresponding valves are closed.
Error Case 1: Leaking Pipe Between t1 and t4 : A
leaking connection causes a deviation in the values of
i114 and i414 . If this deviation is larger than τ , the right
side of the atom (2) becomes false. To satisfy the atom
bok
14 also has to be false. This leads to atom (3) no longer
being satisfied so buse
14 needs to be set false. The valve
is closed and the medium no longer flows through the
connection (f1 = f14 = 0). To satisfy the atoms (10)
and (11) an alternative path for material m1 needs to
be found. Setting bs1 3 to true changes the calculation
formula for f1 to f14 + f34 leading to f1 > 0 if valve v34
is opened as well. Tank t3 is integrated into the process
while tank t1 is no longer used. The connection from
tank t1 is closed.
Error Case 2: Tank t1 Running Empty: Tank t1 running empty (e.g. due to a jammed delivery connection)
leads to a wrong mixing ratio (10). In order to keep
this atom satisfied the inflow f1 needs to be changed.
This can be done by switching bs1 3 from false to true
(as in error case 1) so that tank t3 is used to deliver
enough material m1 .
Error Case 3: Jammed Pipe Between t1 and t4 : This
error case is concerned with the pipe between t1 and t4
becoming successively jammed more and more until no
more material is flowing through it. Thus, the mixing
ratio (10) no longer is satisfied. Analogously to error
case 1, tank t3 is used as a bypass.
Error Case 4: Leaking Tank t2 : When a tank is leaking the corresponding component model, which monitors the tank, returns a faulty component behavior.
Thus, the right side of the corresponding atoms (5) becomes unsatisfied. To satisfy the atoms the variables
use
buse
24 and bs2 2 need to be set false. So the atoms (10)
use
and (11) are still satisfied the variables buse
s2 3 and b34
need to be set true. The valves vs2 3 and v34 are opened
and tank t3 is now used to bypass tank t4 .
Error Case 5: Leaking Pipe Between t1 and t4 and
Tank t2 Running Empty This error case is concerned
with two single errors: First the pipe between tank
t1 and tank t4 becomes leaking. Additionally, after
some time tank t2 is running empty. Thus, the leaking
pipe is bypassed by tank t3 and the valves vs11 and v14
are closed. When tank t2 runs empty the mixing ratio
(10) no longer is satisfied. Since atom (12) prevents
tank t3 from being filled with two different materials no
alternative for tank t2 can be found. Hence, no valid
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Figure 3: Amount of solved test cases for given number of control variables for constraint satisfaction-based
solution approach (CSP) and logic-based solution approach (SMT).
configuration can be found given these errors. External
intervention is needed to repair the faults.

5.3

Comparison of Logic-based Approach
with Classical Contraint Satisfaction
Approach

The performance of the presented solution approach
is compared to a solution approach based on classical constraint satisfaction. A Constraint Satisfaction
Problem (CSP) consists of a set of variables X, a set
of corresponding domains D, and a set of constraints
C (as defined by Russell et al. [27]). The reconfiguration problem is transformed into a CSP over finite
domains. Thus, the atoms (2), (3), (5) as well as the
goal atoms (9), (10), (11), and (12) are transformed
to constraints. For the solution of the CSP the solver
python-constraint is used [28].
For the comparison a number of problems with varying numbers of control variables are solved by the logicbased approach (SMT) and the CSP-based approach.
The result of the comparison is illustrated in figure
3. The number of control variables varies from four
to eight. The logic-based approach is able to solve
100% of the test cases whilst the CSP-based approach
only solves 100% of these for a small number of variables. With a rising number of control variables the
CSP-based approach solves only some of the given test
cases. From seven variables the CSP-based approach
is no longer able to handle the reconfiguration problems.

6

Summary and Outlook

Reconfiguration is the ability of a system to automatically react to a system breakdown or other occurring
problems. In this paper, a new solution approach for
the automated reconfiguration of CPPS is presented.
The solution approach is based on the transformation
of a reconfiguration problem into a problem of satisfiability theory expressed in SMT logic. To reduce the

manual modelling efforts and to support learned models, weak fault models which describe normal system
behaviour are used (research question 1 from section
1). A logical formula is created, that takes the current
system structure, its parametrization, system data, and
the production goal into account (research question 3
from section 1). A satisfiable variable assignment for
this formula is searched. Based on this assignment the
necessary actions to restore valid system behavior are
determined so that the system is reconfigured.
The applicability of this approach has been evaluated
using several faults of a simulated plant which comprises both continuous and discrete signals (research
question 2 from section 1). It is shown that the reconfiguration algorithm can handle all faults for that
a reconfiguration is possible. In addition, the solution
approach is compared to a solution approach based on
constraint satisfaction. It is shown that the logic-based
approach outperforms the other approach.
At the moment, the reconfiguration method requires
full system observability. In the future, the method will
be expanded to be also applicable to partially observable systems. In addition, the presented solution approach will be evaluated using more complex and more
realistic examples. Furthermore, more kind of component interactions will be integrated and the chosen reconfiguration actions will be computed in an optimized
way.
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